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1.0 Purpose 
The purpose of this policy is to ensure that Elon’s electronic mail (email) services remain 
available to and reliable for the University community and are used for purposes appropriate to 
the University’s mission.  

Elon encourages the use of electronic communications to share information and knowledge in 
support of the University's mission of education, research and public service and to conduct the 
University's business. To this end, the University supports and provides interactive electronic 
communications services and facilities for telecommunications, mail, publishing, and 
broadcasting. 

2.0 Scope 
Recognizing the convergence of technologies based on voice, video, and data networks, the 
University established principles, rules, and procedures applying to all members of the 
University community to specifically address issues particular to the use of electronic 
communications. This policy attempts to clarify the applicability of compliance and security to 
electronic communications to ensure consistent application of this policy. This Policy applies to 
the contents of electronic communications, and to the electronic attachments and 
transactional information associated with such communications. 

3.0 Definitions 
1. Electronic Communication: Any message, image, form, attachment, data, or other 

communication sent, received, or stored within an electronic messaging system. 
 

2. Information Technology Resources: Defined as, but are not limited to, computers, 
telecommunication equipment, networks, automated data processing, databases, the 
Internet, printing, management information systems, and related information, 
equipment, goods, and services. 

 

3. Official Email Account: An email account issued by Old Dominion University that ends in 

the domain name @odu.edu, and is the official electronic account used to conduct 
University business. 



 

4.0 Responsibilities  
• Senior Leadership is responsible for ensuring the availability of resources to adequately 
protect the information and technology assets of the university and promoting campus-
wide compliance to all university and security policies, as well as regulatory and contractual 
requirements.  

• Associate Vice President of Information Technology and Chief Information Officer is 
responsible for ensuring Elon’s Information Security Program is effective and is 
governed appropriately.    

• Director of Information Security is responsible for designing and implementing an 
Information Security Program that aligns to the university’s goals and objectives, addresses 
the security needs of the organization and reduces risk to Elon’s information and 
technology assets to an acceptable level.  

• Supervisors / Department Heads / Managers are responsible for promoting security 
awareness within their department and ensuring their direct reports have read and 
understand the university’s policies. Managers, department heads and supervisors are also 
responsible for ensuring their direct reports receive 
appropriate information security awareness training so they may fulfill their security and 
compliance related responsibilities.  

• The Elon Community (All users of Elon technology and information assets, 
including Staff, Faculty, Students, Alumni, Business Partners, and Third-party Service 
Providers) should read and understand this policy. In addition, community members must:   

o protect regulated data within their control from unauthorized access, 
modification, destruction, and disclosure;  

o recognize and report cyber-related threats against the university and its assets;   

o immediately report any security violation to his/her supervisor or department 
head; and   

o attend appropriate university information security awareness training on an 
annual basis.  

5.0 Policy Statements 

3.1 Use of Elon University email addresses and accounts 

Electronic messaging systems and communication services are provided by Old Dominion 
University for the purpose of enhancing productivity and maintaining effective communication. 



Old Dominion University employees, students, employees of affiliated organizations, and 
guests, volunteers and researchers who are provided official email accounts must activate and 
maintain regular access to these accounts. These accounts must be used to send and receive 
electronic communications related to official University business. 
 
Failure to access the email account will not exempt individuals from their responsibility of being 
aware of and meeting requirements and responsibilities included in electronic communications. 
Message content is the sole responsibility of the individual sending the message and users must 
adhere to University Policy 3500, Use of Computing Resources, and Information Technology 
Standard 09.1.0, Acceptable Use Standard. Users are also encouraged to practice generally 
accepted online etiquette. 
 
Instructors retain the discretion of establishing class expectations for email and other electronic 
messaging communication as a part of the course requirements. 
 
Elon’s email is a means of official communication to persons who are members of the Elon 
community. As such, official University communication mechanisms (including, but not limited 
to, official bulk email and course email) should be read on a regular basis since they may affect 
day-to-day activities and responsibilities. Bulk email distribution lists to all students, all faculty 
and/or all staff are managed by Instructional and Campus Technologies (I&CT) based on lists of 
current faculty and staff provided by Human Resources and current students as provided by the 
Registrar’s Office. There is no opt-out provision for these lists. 
 
Email is a privilege, and certain responsibilities are attached to its use. All users are expected to 
adhere to bounds of decency, law, ethics, common sense, and good taste in email 
communications. A user of Elon’s Electronic Mail should maintain his or her account by not 
keeping large files or large amounts of email. To ensure continued availability of disk space, 
email messages should not be kept on the system for longer than 90 days. If it is necessary to 
keep a message longer than 90 days, the user should download the message to his/her 
computer. 
 
To ensure the safety and security of email accounts, all passwords must be changed once a 
year, but everyone is encouraged to change the password every 120 days. A password should 
be complex and hard to guess — see Elon University’s password policy. The user should back up 
all important messages and files to prevent loss of information and should immediately report 
any security concerns to Campus Technology Support at 278-5200. 

3.2 Protection of Electronic Communications Services 

Elon University systems scan inbound and outbound email for content that may be 
characterized as spam. Where spam characters are found, the message may be tagged or 
quarantined. Elon also routinely scans all email for viruses. The scanning for viruses may also 
lead to a modification of the headers of the email, or further consequences, as explained 
below. 

https://www.elon.edu/u/bft/technology/forms-and-policies/policies/passwords/


Because of the potentially harmful nature of the content of many messages or attachments, 
Instructional & Campus Technologies currently: 

• Does not deliver messages containing attachments that have been identified as worms 
by our current anti-virus system. 

• Deletes attachments that are identified as containing viruses by our current anti-virus 
vendor and replaces them with a file called “deleted.txt” 

• Blocks messages from external mailers that do not provide the proper identification per 
DNS (Some spammers make use of improperly configured SMTP servers in an attempt to 
mask their true identity). 

Elon University reserves the right to block other incoming email that exhibits characteristics of 
spam, viruses, Trojans, or anything else that could threaten the campus’ network infrastructure 
or services. 

Elon’s email services also limit the size of inbound messages to 15 MB (including attachments). 

Elon University owns the email system and reserves the right to examine any emails or files. 
System administrators will refrain from examining email and files, and treat them as 
confidential unless directed by the President, Provost, Vice President for Business, Finance, and 
Technology, or Assistant Vice President for Technology/CIO. 

Outbound Email 

• All outbound email must be routed through University email relay services. 

• Messages up to 15 MB in size (including attachments) may be sent through Elon’s mail 
services. 

3.3 Privacy 

Personal Information should not be transmitted electronically through the Elon University 

email system. Personal information is defined as an individual’s first and last name connected 

to any of the following: 

 

• Social Security number 

• Driver’s License number 

• Financial Account number 

• Credit or Debit Card number 



• Any security code or password which could provide access to an individual’s financial 

account 

Users should exercise extreme caution in using email to communicate confidential or sensitive 
matters and should not assume that email is private and confidential. It is especially important 
that users are careful to send messages only to the intended recipient(s). Particular care should 
be taken when using the “reply” or “reply all” commands during email correspondence. 

3.4 Misuse of email 

Elon University email services may not be used to send commercial or unsolicited bulk email. 
They may not be used to send messages (such as large volumes of email messages or extremely 
large individual email messages) with the intent of disrupting a server or an individual’s account 
on a server. 

To protect the availability of the email services at Elon, users should refrain from sending chain 
letters, holiday cards or similar items to more than a few people. Unauthorized messages sent 
to large groups can impact email services in an adverse manner. If a user has questions about 
whether or not to send a message to a large distribution, that individual should check with a 
supervisor or contact the Assistant Vice President for Technology. 

The following is a non-exhaustive list of examples of email abuse: 

• Excessive personal use 

• Interference with another user’s use of email 

• Intentional unauthorized access of another user’s email 

• Sending ‘spams,’ chain letters, letter bombs or any other type of widespread 
distribution of unsolicited email 

• Forging email 

• Giving the impression you are representing the University unless you are authorized to 
do so 

• Use of email for commercial activities 

• Sending of offensive or abusive messages 

• Conducting unlawful activities 

• Spoofing, forging, altering or removing of electronic mail headers is also prohibited 



• Do not use another user’s account 

Immediately report any problems with email to Campus Technology Support at 
helpdesk@elon.edu or call (336) 278-5200. Violations should be reported to the System 
Administrator at sysadmin@elon.edu or the Assistant Vice President for Technology/CIO. 
Violation of this or any other Elon University policy may result in disciplinary action, up to and 
including suspension or termination. 
 

6.0 Sanctions  
Sanctions for inappropriate use of computing, networking and other technology facilities may 
include, but are not limited to, one or more of the following:  
 

• temporary or permanent revocation of access to some or all computing, networking and 
other technology resources;  

• disciplinary action according to applicable University policies; and /or  

• legal action according to applicable laws and contractual agreements.  

Individuals concerned about any violation of this policy are encouraged to contact the Assistant 
Vice President for Technology or the Vice President for Business, Finance and 
Technology. Individuals can also report suspected policy violations to infosec@elon.edu. 
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